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= Distribution Groups 1R EXTRASERVER Computer
4| Folders 1M freenas Computer
| Groups %) GOLDI-10 Computer
3 Security Groups 1%/GOLDI-DELL-W10  Computer
v QFers 1A HANDASA Computer
_ el 1% HODAYA-W11 Computer
< ie;’e’s : 18I KERENA-LAPTOP  Computer
= telsstm"e — 18I MAZKIRANEW-PC ~ Computer
s & MEETINGROOM  Computer
2| TelstoneComputers s
- 1A MIRIAMB-W10 Computer
v 2] TROT =
37 Utilities %,5MIRIL-HP-PC Computer
i Users ?L.,,fMIRIMM-w Computer
1% MOR-PC Computer
1% MOSHE-W10 Computer
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] Active Directory Users and Computers || Name Type
- saved Queries E.;Aharon Afgin User
v & tEIStUn,E',lmal E.;.thezer Farkash User
= E:Ir:l:uters 2, alon Ash User

:f Contacts &Alon Kriaf - walla Contact
:— Disabeld Users E.;Ar'\eh Blumenfeld User
2 | Domain Controllers E.;Asaf User
o] ESET Secure Authentication & Avishai Ron User
_| ForeignSecurityPrincipals Ell avney User
21 Guest E.;Avraham Rozental  User
| Keys 8.3Avrham Rosental User
“| LostAndFound &, Barak Nosh User
| Managed Service Accounts E.Jbeni sheinin User
2| Microsoft Exchange Security Gry E.; beuser User
3| MyBusiness E.;Dafnav User
_| Program Data 2. Einat User
3] Severs 2. Eran User
| System E.;Erez Katsav User
2| Telstone Groups E.;Ezra Berger User
a1 telstone users E.; Freenas Admin User
:‘-_ TelstoneComputers 2, Haim Monk User
- IJES: 8.;Hana Birenbaum User
_| Microsoft Exchange System Obj E.;hed\ra kaplan User
NTDS Quotas E.;Idan Ben Sever User
= TPM Devices S.JHEH Levi User
B 2. 1shai Malchi User
E.;Israel Fromer User
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Disable a¥n2a D'wnnwn ,N¥VINN 121y D'wnnn 0N ,010 Domain Administrators on™p  .6.1.4

N¥VINN T2V ¥ 0192 ,Domain Administrators M2 Tw9XD X .TROT T2y D2 D'NNEN

NN25 ¥ — TROT NNaNn D'nnn Disable 2802 NI'NY DMINKY D'WNNPN IR 2NN T2V DR

.Domain administrators -2 wn/% D"VIMSN D'NNENN DN N

Administrators Properties ? X
: General Members MemberOf Managed By Object Security
Y  Members:
N Name Active Directory Domain Services Folder L
I !; Adminis telstone Jocal/Users
?_, alex telstone local/ TROT
?_, assaf katz telstone local/TROT
!. beni sheinin telstone local/Disabeld Users
#2, Domain Admins  telstone local/Users
3. Eliel Cami telstone local/ TROT
!3 eliran telstone local/TROT
3& Enterprise Ad... telstone local/Users
!; Eran telstone local/Disabeld Users
.3_. Erez Katsav telstone local/Disabeld Users
3& Exchange Tru... telstone local/Microsoft Exchange Security Groug
!; Freenas Admin  telstone local/Disabeld Users
!. Idan Ben Sever telstone local/Disabeld Users v
(. >
A
Add... Remove

727N A RS Active directory-n D12 DMK NAMR XD 1D 1YY ,Npan Ny NNWVIY Np*1aa .6.1.5

TIV'N 10N1 XD — M5WO-X S NPT 30 "NXY XND'O DY 70N N NSY90 NN nnvp X2

JIM0NDN NN PIN MEMTA TR X1 ,NN0AX "I NT'PN 9K X9
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1252 MipT 30 (N NSWa - D'wnnNpn N> .6.1.7
.Disabled — store password using reversible encryption 1" TAN% ¥ — MXNOD'O N TN .6.1.8

A F‘l:srest: telstonelocal Scope Detals 5295 Delegation
v (55 Domains
v 5 telstone local Delegation

&/ bginfal00817
s CerfForti Computer Configuration (Enabled)
sz, ChangePassword
@z Cve-Path ‘Windows Settings
iz Default Domain Palicy .
4] EnableRDP Security Settings
4+ Homepage Account Policies/Password Policy
s Install_Ecet
i NoGames Policy Selting
il NOWINTO Enforce password history 12 passwonds remembered
sty SharePoint Psconfig Notification Policy )
i) Small Business Server - Windows Vista policy Medmum password age SUTT
4] Small Business Server Client Computer Minimum password age 1days
.=/ Small Business Server Domain Passwerd Policy Minimum password length 8 characters
.J Small Business Server Intemet Connection Firewall Password must meet complesdty requiremerts Enabled
,T:J Small Business Server Lockout Policy
i) Small Business Server Remote Assistance Policy Account Policies/Account Lockout Policy
i Small Business Server Windows Firewall ) i
] Trm_Outlk_Cache Policy Setting
sz VncOpen 5900 Account lockout duration 30 minutes
/] WindowsCompament Account lockout threshold
@i Contacts Reset account lockout counter after 30 minutes
2 Disabeld Users
51 Domain Controllers User Configuration (Enabled)
(5] ESET Secure Authentication
B Guest No settings defined.

DNy 6.2
DOMoIN NYY9NN NOVnN Microsoft Windows Server 2012 R2 Standard — SQL n1wa nHyosnnoyvn - .6.2.1
1PN ,NPVY9N NOVN "1DTY ,NNVAX "NDTY N N%2pNn NI'R XN .2023 120pIxa End Of Life-d
J11D0U NOMN1 02X

& System Information [-[=l%
File Edit View Help
item Value
- Hardware Resources 0S Name Microsoft Windows Server 2012 R2 Standard
# Components Version 6.3.9600 Build 9600
#- Software Environment Other OS Description Not Available
0S Manufacturer Microsoft Corporation
System Name SQL2012R2
System Manufacturer QEMU
System Model Standard PC (i440FX + PIIX, 1996)
System Type x64-based PC
System SKU
Processor Common KVM processor, 2195 Mhz, 4 Core(s), 4 Logical Proces!
BIOS Version/Date SeaBIOS rel-1,12.1-0-ga5cab58e9a3f-prebuilt.gemu.org, 01/04/2i
SMBIOS Version 28
Embedded Controller Version ~ 255.255
BIOS Mode Legacy
Platform Role Desktop
Secure Boot State Unsupported
PCR7 Configuration Not Available
Windows Directory C:\Windows
System Directory C:\Windows\system32
Boot Device \Device\Harddiskvolume1
Locale Israel
Hardware Abstraction Layer Version = "6.3.9600.21620"
< L >
Find what: | F [ Close Find
[[]search selected category only ["]search category names only

,WIinRAR NX 1"ON% " .NNUAX NIE/21N MYy21 MADTyn X2 MIDIN NIpnin exchange Ny .6.2.2
.DMwin 55202 ,ArcGIS NX DTV
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:ArcGIS for desktop 10.2.2

Search CVE List Downloads Data Feeds Update a CVE Record Request CVE IDs

TOTAL CVE Records: 219995
NOTICE: Transition to the all-new CVE website at WWW.CVE.ORG and CVE Record Format JSON are underway.

NOTICE: Legacy CVE List download formats will be phased out beginning January 1, 2024.
New CVE List download format is available now.

Search Results

|Thare are 1 CVE Records that match your search.

Name Description
CVE-2014-5741 Multiple cross-site scripting (XSS) vulnerabilities in ESRI ArcGIS for Desktop, ArcGIS for Engine, and ArcGIS for Server 10.2.2 and earlier allow remote

attackers to inject arbitrary web script or HTML via unspecified vectors.
:WinRAR 5.11 .6.2.2.1

NVD

Ga to for:
cvs:

Search CVE List Downloads Data Feeds Update a CVE Record Request CVE IDs
TOTAL CVE Records: 220000

NOTICE: Transition to the all-new CVE website at WWW.CVE.ORG and CVE Record Format JSON are underway.

NOTICE: Legacy CVE List download formats will be phased out beginning January 1, 2024.
New CVE List download format is available now.

Search Results
|There are 48 CVE Records that match your search.

Name Description

CVE-2023-38831 RARLAB WinRAR before 6.23 allows attackers to execute arbitrary cede when a user attempts to view a benign file within a ZIP archive. The issue occurs
because a ZIP archive may include a benign file (such as an ordinary .JPG file) and also a folder that has the same name as the benign file, and the contents
of the folder (which may include executable content) are processed during an attempt to access cnly the benign file. This was exploited in the wild in April
through October 2023.

CVE-2022-43650 This vulnerability allows remote attackers to disclose sensitive informatien on affected installations of RARLAB WinRAR 6.11.0.0. User interaction is required to
exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of ZIP files. Crafted
data in a ZIP file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute
arbitrary code in the context of the current process. Was ZDI-CAN-19232.

NN Wi-Fi-n nzA% nnannn NXS ,22'M0n N2 MNANNN NN, Mpan Vis'a nya .6.2.3
¥ .yTNa MoK N2 12NNNY Y01 Spoofing y¥any 9N .MFA My&nxd N1N2NNN 12N INR
.SSL-VPN Niy¥nx2 2N q'oiny
Firewall .6.3
.DN1rnn DX 0N, 0D%IAdmIN 'wnnn 552 OxN N2 0 Super Admin 'wnnwn 7 omvp  .6.3.1

Profile Name Comments % Ret. &
Apiddmin
Read
Web
prof_admin

super_admin

.SSL VPN Users N¥12pn PN 1K roy wnnwnn .MFA 712 X5 SSL-VPN-N wnnwn wH  .6.3.2

Hame % Troe s fwo-factor Authentication Croups Status Ref

&y & LocaL o © Enabled

& yonatan & LocaL o B SSLVPN Users @ Enabled



I R‘ ’ I 4445 TN i] s nThn am | o3-e129111 19w | www.trot.co.il
4366507 N1V ny1 2 nni7 B 03-6126961 0i79 N trot@trot.co.i

AlunNnD nnnns

OView  Search a
GroupName ¢ Group Type + Members ¢ Reit
Cuestgroup & Freval 0
SELWPN Users = Firevall d server LDAP 2
& yonatan
550 Guesl_Users 5 Fertinel Single Sign On (FSS0) 1
Yearim  Freval 2
oty W Fireval 0

NIpN2A . T12%1 0 YA DN 09N 12 YW FortiGuard cloud retention-2 "N M TN .6.3.3
YR IPNN YYAY A N XD ,NN0AK VIR S

€3 Industrial DB A Not Licensed ! Purchase~
E3 10T Detection Service A Not Licensed i Purchase~
FortiGate Cloud @ Activated = Logout
B FortiGate Cloud Log Retention @] i Upgrade~
Storage Used 2.14 GiB
Retention Period 7 days

E3 FortiGate Cloud Sandbox @ Licensed (Expiration Date: 2024/10/24)

FortiCare support contracts can be activated here and applied directly to
(i ) this FortiGate.

# Enter Registration Code

:Firewall npn - .6.3.4

Narme Source Destination Scheadule Servier Actior NaT Securily Profles Log Bytes Tpe D

[E] =2 Backup —a% DMZ-Netwark @
BOMZ & Backupaddress [E] ahvays D Arcserve UDP  ACCERT @ Enabled IE o inspection 0 UTH LTI ME Standard #

5 = Badup—# ITCWan (wanl) @

Zal = @ siweys [~EN @ DENY © Dissbics 0B Standard 154
Bl 2l always mAL « ACCEPT © Enabled I nc-inspection 0 uTH 7242 MB Standard 160
2 & Bscaupshy » AmyDesk AnyDesk @ always Internet Service. v ACCEPT & Eraicy M o inspection 0 um 0B Standsrd 126

(8 ESET-Eset Service
& Google-Web
& Miciosoft-Microsot Update

2vcserve B Eachupaddress B areserve alwzys m AL « ACCEPT @ Enabled 0 Ut 0k Standard 127

=l 2l slwzys AL v ACCEPT @ Enabled 0 Ut 08 Standard 108

FlawBaselns
I certifate-inspection
I FileBlockFiou:

2Exchange & BackupSRY Exchange20i4 ahvays m AL + ACCERT @ Enabled IE o inspection © Dissbicd 9467 VB Standard 120
B Asus2

I Bl Bl 8 always @ FING ¥ ACCEPT O Erabled I no-inspeclion U UIM 19,7418 Standard 92
 ESET
ey

Assstore B B At @A « ActeRT @ Frabled v e Stardard %

B Assz

Bsery Bal B g Arcsse-UDP v ACcerT & Enabled 0 Ut 205 VB Standard 77

@ PN

m svE
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(B 32 Users —{ ITC Wan (wan1)

S always @ AL v ACCEPT © Enabled

(B OB RO "}

Updates-ITC v ACCEPT © Enabled

15 always @ AL v ACCEPT © Enabled no-inspection 0 U™ 51261M8 Standard 137

v ACCEPT © Enabled no-inspection o UM o8 Standard 138

(ool

al 1 always @ ALLICMP + ACCEPT © Enabled
Brightmai

NN2Y 1N XD 0D YA .0 DX 1991, 72%2 UTM Sy Dnka Firewall -0 pin 5w 0o .6.3.4.1
JA5V910 D'PIN 19K YIT'K NV IPNNY N0 N7 X9119Y910 0'pIN OXN

D'ONY & .2 DNA TR ynwn — %2 NN NNIAVN MDA X2 DN DY 0PN DYy .6.3.4.2
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 ahvars  ACCERT ® End

al B TEM & ahvars @ 0P - ACCEPT © Enatiest

W Trat Groun
% Trat Group.

B alvaarz ¥ ACCERT © Enatied

g a B alvargs o ACCEPT

B Metrcbtel Server 5 avas
2 maan @ FING

o ACCEPT & Enatied

© Disabled

B abvags © Disablod

B alvays
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Source Feature
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Search Results

‘Tnere are 37 CVE Records that match your search.

Name
CVE-2023-4475

Description

CVE-2023-3699

elow.

cenfiguration. Affected products and versions include: ADM 4.0.6.RIS1, 4.1.0 and below as well as ADM 4.2.2.RI61 and below.

CVE-2023-30770

vulnerability to execute arbitrary code. Affected ADM versions include: 4.0.6.REG2, 4.1.0 and below as well as 4.2.0.RE71 and below.

CVE-2023-2910

An Arbitrary File Movement vulnerability was found in ASUSTOR Data Master (ADM) allows an attacker to exploit the file renaming feature to move files to
unintended directories. Affected products and versions include: ADM 4.0.6.R1S1, 4.1.0 and below as well as ADM #.2.2.RT61 and b
An Improper Privilege Management vulnerability was found in ASUSTOR Data Master (ADM) allows an unprivileged local users to modify the storage devices

A stack-based buffer overflow vulnerability was found in the ASUSTOR Data Master (ADM) due to the lack of data size validation. An attacker can exploit this

Improper neutralization of special elements used in a command ('Command Injection’) vulnerability in Printer service functionality in ASUSTOR Data Master

(ADM) allows remote unauthorized users to execute arbitrary commands via unspecified vectors. Affected products and versions include: ADM 4.0.6.RIS1,

4.1.0 and below as well as ADM 4.2.2.R161 and below.
CVE-2015-11689
responses and pass unsanitized text to the system shell, resulting in code execution as root.

An issue was discovered in ASUSTOR exFAT Driver through 1.0.0.r20. When cenducting license validation, exfat.cgi and exfatct! fail to properly validate server
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